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ABSTRACT

Domestic nuclear power plants operate under the establishment of the “Information System Security Regulations” in
accordance with the Nuclear Safety Act,
organizational structure as well as technical, operational, and managerial security measures for assets. Despite attempts such

introducing and implementing a cybersecurity system that encompasses

as phased approaches and alternative measures for physical protection systems, the reduction in managed items has not been
achieved, leading to an increased burden on security capabilities due to limited manpower at the site. In the main text, an
analysis is conducted on Type Al assets performing nuclear safety functions using Maintenance Rules (MR) and EPRI
Technical Assessment Methodology (TAM) from both a maintenance perspective and considering device characteristics.
Through this analysis, approaches to re-evaluate the impact of cyber intrusions on asset functionality are proposed.
Keywords: Critical Digital Asset, Maintenance Rule, Technical Assessment Methodology
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AAH7A 993 (NRC, Nuclear Regulatory
Commission)+& ¢
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(Critical System) o2 A3l o714 SSEP
£ o(Safety), BeHSecurity), HAH-S(Emergency
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Fig. 1. Evaluation Process for determining

Critical System(2)
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Fig. 2. Evaluation Process for determining CDA(2)
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Table 1. Consequence Assessment of CDA(4)

Type Assessment Standard

. Only supports an EP function

. Alternate means that do not
adversely affect EP function

3. Requirements

- Perform EP Function, including
offsite communication

- One or more of the alternate means

- Performing intended function &
an appropriate response

- Using by trained personnel

- Implement baseline protections

DO

EP
CDA

SSCs in  balance of plant could
directly or indirectly affect reactivity
at a nuclear power plant and could
result in an unplanned reactor
shutdown or transient.

BOP
CDA

1. No adverse impact on Safety, Security
2. Not assets solely relied-on for
making decisions.

The compromise can be detected,
Compensatory measures taken
prior to adverse impact

Indirect
CDA 3.
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Table 2. Direct CDA Class Descriptions(4) 50~ Feedvater Pump Turbine Svstem
1) Feedwater Pump Turbine NNS | D [ NonlE | A | W | 30)F
2) Other devices NNS | D | Nom-lE | A | W | 30F
. . 3) Other piping NNS | D | nN/A | s [ m |
Type Descrlptlon 51. FW- Main Feedwater System
1) From the steam generator to
the main steam valve 2 B 1E Q 1
(Software) penctration anchor
. . 2) Other feedwater piping NNS D N/A S i}
- Program code (lnstructlon*level) 3) Feedwater pump NNS D Non-1E A I 30) F
1) Feedwater booster pump and ) ) o
[H ] electric motor NNS D Non-1E A il 30) F
5) Startup feedwater pump and - -
= (QOperational parameters can be changed electric motor R I i s "
6) Feedwater heater NNS D N/A A i} 30) F

* Does not support multi-users and
individual authentication for users

= (Configuration changes can also be
made using a maintenance tool

* Firmware updates not supported
(except B3 class)

* Only contains vendor's software

* Does not perform event logging

(Hardware)

= PROM, RAM, EEPROM and
possibly integrated components

= (Certain bulk storage for data

soggoa

= Support firmware update/replacement

= Configuration changes by local port

= Support bulk data extraction

= The functionality and configuration
of the CDA can also be altered via
these communication link

= The CDA has a local, special
purpose communications interface

B3

B2 * Communication limited

B1 » Communication limited

A3 * No communication

A2 * No communication

(Software)

* Program code cannot be altered and
does not utilize or support operating
system or application software

» Changes to operational parameters

Al or operational settings can only be
implemented using maintenance
and test equipment

(Hardware)

= No HMI

* No peripherals, interfaces or ports
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Fig. 3. Shin-Kori #3,4 FSAR Table 3.2-1
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Condition 1

Direct CDA® 3 5 342> Table 3. 3
| Condition 2 Rad Emergency 7ol PC Auldl C fr34El v Al fr37H4]
A= z]"“ﬂ‘i} B3 32 A=ldgAal 9l o

2 EAzE v USB/ME7l=s E3 74 2
| Condition 3 Heo] dulo]|Er} 753 AL suitl. o)A

B3 f&el sidstA] gt AlRdeAle S8t =
X

Fig. 5. Radiation emergency declaration diagram
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NEI 13-10 9] 7|¥% vl 33, Hr} g Al 303 BRa)

I ofefef 2 B o= dAe diEpAde Al ¥ 2Rk
D CDA 7} ¢t == HekdAS Y o =% APT3700N AHE718 Atz AR #4985 53
e a3 A AA(Indicator) ®=& ZARA o} @l Adr)e A" VTS ] 9
(annuciator) a7} gk 97E wEEh | A T T e oY,
@ CDA7Z} <44 739 obd =& Het 7|5 9], TS SA3 A9 AzEHe®E 4~20mA
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Table 3. CDA Attributes for types

CDA Attributes Al A2 A3 B1 B2 B3 C
Replacement By vendor O @) O O O O O
/Install By user in workplace X X X X X O O
Operational Using maintenance tool @) N/A | N/A | N/JA | N/A | N/A | N/A
Parameters Change | Local HMI X @) O O O O O
Configuaration Using maintenance tool (©) o} @) @) 0 0 @)
Change Local HMI X X ¢) @) @) 0 @)

S/W USB,Console port,Comm. X X X X X ) )
HMI Supp.ort _ X X ¢) @) @) 0 @)
Access Control Multi user/Authentication | X X X X X X o)

Perform logging X X X X X X 0
Support Firmware update/replacement X X X X X O O
Comm. Support X X X X ) @) 0
software Change Configuration N/A | N/A | N/A X X ) )
HMI X (@] O O O O (@]
Supports only communications X o} @) @) @) 0 @)
Contains a console port and restricted port X X X O O O O
Data storage local N/A 0 0 o e) e} )

H/W external interface N/A X X X X O e}

Physical access protection X X O O O O N/A
RS-232/422/485 X X X o) 6) o) o)

Communication Other X X X X X @) @)
Change configuraiton X X X X O O O
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Table 4. The A1 ratio by systems, assets

LI OPR-1 | OPR-2 | APR-1 | APR-2
Type
All CS 98 94 109 109
CS for Al 9 9 12 10
Ratio 9% 9% 11% 9%
All CDA 1787 1483 1901 2642
Al CDA 150 84 138 154
Ratio 8% 5% 7% 5%

Table 5. Security measures for A1 type assets

Type Controls Results
Personnel Security 3
System and Information
. 5
Integrity
Performing Maintenance 1
Oper Phy§ical &
ation Envn’or‘}mental 17
1 Protection
a
Cyber Security
Awareness and 6
Training
Configuration 8
Management
| System&Services
Admi | Acquisition 10
nistr
ative Evaluatg And Manage 5
Cyber Risk
Total 55
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Fig. 6. Process diagram of maintenance rule(12)
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Fig. 7. Scope determination flow(12)

Table 6. Delphi Assessment

Cat Function Description

Shut down the reactor and maintain it
in a safe shutdown state

Maintain the integrity of the pressure
boundary of the reactor coolant system
Removal of atmospheric heat and
radioactive  substances from the
containment vessel

Function to remove heat from the reactor
Shut down the reactor and maintain it
in a safe shutdown state

Maintain the integrity of the pressure

9suo0dsay
juaprouy

§ 5 boundary of the reactor coolant system
3 2. | Removal of atmospheric heat and
S & | radioactive substances from  the
2 2 | containment vessel

Function to remove heat from the reactor
Primary side heat removal function.
Power conversion function

Pressure control function of primary side,
secondary side, or containment vessel
Supply of cooling water, equipment, or
containment cooling

Supply of cooling water, equipment, or
containment cooling

Supply of drive and control power

uorjyeIad()
[BWION

HFaEe EJM] w2t A% 4571 (RPO),
= A% . AEAA e 715 (CMO),

T *%ﬂ%(ULPC)E FRY. 4 s
T2 RPCe &4 & 3435, APC= A1d 2 4

A HAE Z—P%%#E 7]3&1 5 FJE}

= [}
7t 57150 A= Fig 9.9) 2o sklFa s

In Scope Function

—

Delphi Risk
Evaluation

PSA Risk
Evaluation

Result Analysis

i
DelphiRisk
Re-evaluation

High Low
Significance s Significance

Fig. 8. Risk significance determination(12)
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‘ In Scope Function |

|

Risk Significance
Determination ULPC
|
Stand-by No
RPC APC RPC —

Ca

Y
@0? £ _Jeme

Fig. 9. Performance criteria establishment(12]

7} High® 7<% RPC ¥ APC, Lowd 7% d7]
24l (Stand-by) & 215 RPC AHAZlolzb
ULPCE $#3dt}, ULPC7F A4EA o4& 7%
RPCE #3ta RPC7F “0°9l A$-ole CMCE
tiis=d

57155 ks A1 AR Anlerd
o Table 7. 3} o] Qokd 4 olch. AzAe
AlFE9 Ak B gl
sH= SSC o]7] wiitel Fejtdos HEEFH
ARt & o]t}

Table 7. Result of performance criteria esta-
blishment

Target

Scope Description 3SC

capability to prevent

SR-3 | or mitigate the conse | PUTP-Valve.

quen ces of accidents sensor
Delphi A t
PSA elphi ssessme?l Perform
ER NO Final ance
H 425 68 H RPC/APC

3.1.3 A1 F& XAkl cHst MH|A ol

Table 8. the Type of Function Failures(13)

Definitions Descriptions

MRFF Failure to perform the
(Maintenance Rule | functions defined in the
Function Failure) | maintenance rule

Unintended event or

MPFF condition resulting from the
(Maintenance failure to perform
Prevnetable appropriate maintenance

actions, rendering it unable
to perform its function

Function Failure)

RMPFF . .
L. Failure occurring on the
(Repetitive .
. same equipment due to
Maintenance
the same root cause
Prevnetable

Function Failure) that occurred previously

13}_5 /14—‘:7]_,-,/] XJb‘l—/H o gz _

Qellx] A uhe}h o] Am|arA-2 Aake] AA
= 7leel 248 w3 g A 2 olge] o
TS grsly] 8 A4te] SR 7sE 7t
22 715e] FEHY slu, AEY] mHEAE uk
sto] A 2AE B =3t /oS A 4
P& = EF AAE 9T 7 sk oF&H Fig
10. 3} o] AnlatAe el Fa& bd 3=
(Safety-related) 719 9% 92 24| o4
A AT A, o] &= SHelA FFA8} ofHto]

Salgehs A% 3hle] FFssiet

Making notification or
order for decision

Fig. 10. Performance Monitoring
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3.2 EPRI TAME 0|83 XtAHEN
32.1 EPRI TAM 72

v|=- EPRI(Electric Power Research Institute)
oA ApER AlelwEgt 7]EHrt HWHE(TAM,
Technical Assessment Methodology)< #%14-9]
AlolM Bl AAE Hrislay A4str] &) =k
b Zolc). ARk 7led FAE AESIa AAA
Ql FAxH TEHQ HIFAE ALstAt,
g 7]uke] A5AQl AHTHAlS AR
EPRI TAM 2 70 #pAbell 7158 4838k =t

=
A AN RYSFES Z4ha FATH B

Identify, Score &

Allocate Engineered
Security Control
Methods

Residual
Exploit
Sequences

Fig. 11. EPRI TAM

Suist U Howy 3

322 TAM 12t : 34=H

IEIPSPNEE

1A =799 AgHBound  the
Assessment  Scope), ZAXHY EA3F
(Characterize the Attack Surface), A

7 Al¥2 A¥(Identify Exploit Sequences)
o2 o)

H7pae] A Apake] A 2, e AR
7F8-4  4F(TIA, Technical Information
Availability Level) A4, A" 4 2 do|g

TAM Step 1 Characterize the Attack Surface and Identify Exploit Sequences

Exploit

Exploit Sequence oo

Assessment Scope

Asset Composition

& Decomposition | R EECRleE
Target Asset
Technical Information Characteristics Identify
Availability Level

Installed Configuration Idenlli!“y
loi

Mechanisms

[
|
|
|
|
i Attack Pathways
|
|
|
|
|
|
L

Fig. 12. TAM STEP 1(16)
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Table 9. Asset Compositon&Decomposition

Category

Description

General

—_

. Overview

Measures pressure (PT), level
(LT), and flow rate (FT)
during the process at the
nuclear power plant
Transmits signals of 4-20mA
to the upper system

Manages configuration using
the HART Protocol

The set pressure range can be
verified through communication
with the HART communicator
Changes to the set pressure
range can be made through
button functionality and
reconfiguration using the
HART Communicator

. Exterior

3

¢

a0
S
) Gl

Document
ation

M3700N-KO1E, APT3700N
Intelligent  Transmitter  User
Manual for Nuclear Power Plants

Install

Installed on the wall inside
the power plant using a Wall
Type bracket

Decompos
iton
Level

Sensor section composed of
sensors, A/D converter, and
EEPROM for storing input data
MCU section composed of a
microprocessor for data
processing and D/A converter
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Table 10. TIA Level

Table 12. Identify Critical Data

Description

Category Description

(TIA Level 2)

» For safety system assets, direct inspection
of assets outside of preventive main
tenance periods is not feasible. However,
indirect inspection through manufacturer
manuals, power plant procedures, or
on-site checks is possible

Akl ol A WA SR A 20
o7 z,\]_%l— =
YA FAEE AL 2AT o
o, WA mE 2 Ak eld Ak e
2 A A ReE 2bsEe 9ng
@ $%3 2 APk 4
¥ 5 slos, ALE MYAOEM, 217
A A A o2 2ARee olelg.
H;(]:IL/H ) q] el 52

Fadolele] BT o 2 AW Aolun
B3eh At Aolel] o] Fah Yele]
o el A dlolel % slefsle] wsalel &

kx|
o
N

Table 11. Installed configuration and data flow

Category Description

[(Normal Operation)

Measuring pressure (PT), level
(LT), and flow rate (FT) during
the process and transmitting
4-20mA signals to the upper
system

Installed
configura
tion

[Maintenacne & Temporary OP)
Through the test terminals, you
can verify the transmitter
output. Calibration can Dbe
performed via HART device, and
devices supporting the APT
3700N allow operation without
the need for separate software
support

Data
Flow

(Operational process data : Y)
* Process variables are stored in
EEPROM through the sensor

= Settings and logic are stored
in the microprocessor.

(OEM progranyconfiguration data : Y)

Critical * Firmware is embedded in the
Data microprocessor

(User progranyconfiguration ata : N
(Security Operational data : NJ

(Security OEM program/configuration

data : NJ
(Security User program/configuration
data : NJ

olHE &l ¢ sirk @ 9 FAHHE 2=,
4, freg AlAls, A4 AR 5o Ths F R

st dlolel g oulgtcl. @ Z=223/4A do] ¥
L AzAR) At ola) AXE 24 wmz
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2 59 717188t dHo|el & &fnlgich.
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o
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o
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A
1 55, A (Access Point)=
olslge2n 2T ¢ oot TAMelA F2 x4
o] EAs= i Akl EA(Target Asset
Characteristics) W& 53 3=},
G4 A (Exploit Sequence)s ¥
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Table 13. Attack Surface Characterization

Category Description
Firmware R23
= If the version is low, the
transmitter used may not be
compatible with the HART
communicator. In such cases,
. a dedicated software (Device
Firmware . .
Description Descriptor) can be obtained
from the vendor or manufacturer
and loaded onto the HART
communicator for use.
= To upgrade the firmware, the
EPROM on the MCU board
must be physically replaced.
= Using the HART communicator
Installed via the HART protocol. Only
Configaration functions such as setting
& parameters, calibration, and
Meintenance testing that are configured in
Method the communicator menu are
allowed
Communi
cation = Analog +/- terminal
Ports and | = Test + terminal
Terminals
l\/ée(iz ljlzd = HART Communicator
. (HART 275, 375, 475)
Devices
Data = HART Rev@sion’é, PV with
. status, Device Status, Broad
Commni . . .
cation castlpg Messagmg, Device
Protocol Configuration, 4-20mA Analog
Loop Check
= Tocated at points for detecting
power plant pressure/flow/ level
Site = Configured with control
Characte systems and analog loops
ristics = No digital connections other
than HART communicator for
maintenance purposes
= Located at points for detecting
power plant pressure/flow/ level
Site = Configured with control
Characte systems and analog loops
ristics = No digital connections other
than HART communicator for
maintenance purposes
Access
control = Transmitter Security DIP
and Switch
Authentic
ation
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o} gt} TAMolA+= NEI 10-09 “Addressing
Cyber Security Controls for Nuclear Power
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1) Direct Network Connectivity

2) Wireless Network Capability

3) Portable Media and Equipment

4) Supply Chain

5) Direct Physical Access
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Table 14. Attack Path

D Attack | Physical |Protoco|Descripti
Vector | Interface Is on
Direct Analog Power,

A01 | Physical | Terminals/| None Analog
Access Cables Signal
Portable Analog HART

A02 | Media& | Terminals/| HART | Communi
Fauiprrent Cables cator
Supply Supply

A03 Chain None None chain
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Table 15. APT3700N Exploit Sequence

Attack
Category Exploit Objective Path Exploit Mechanism
way
Exploit Immediate execution/failure of assets A01 X01. Failure due to power disconnection
Objective
associated Failure due to latency factors of assets - No delay factor setting function
with Direct
Action Denial of Service (DOS) - Bulk .HART datg cannot  affect
. transmitter operation
Against Fi e is installed by th
the Asset Malware - trmware 18- mstatie v ¢
manufacturer
X01. Variables can be checked via
In thete A& HART communicator.
Transit . Real-time process data cannot be
Alternation - .
tampered with.
A02 X01. Variables can be checked via
Operational HART communicator.
process data X01. Design drawings and manuals
Theft
At Rest A03 managed by - subcontractors
leaked  through the supply
chain.
Alternation B Stored process data cannot be
tampered with.
Firmware cannot be changed or
Theft - . . .
In reinstalled during operation.
OEM Transit . Firmware cannot be changed or
Alternation - . . L
program/ reinstalled during operation.
configuration Theft - No firmware copying function installed.
data At Rest X02. Transmitter replacement and
) Alternation A03 delivery from subcontractors
EXI.ﬂOl.t are tamper—-proof.
ObJec.tlve X01. Settings (Range, Unit, Zero,
agsomated n Theft A02 Span) can be checked via
Wth. the Transit HART communicator
Critical . Settings cannot be changed during
Data types | User Alternation - transmitter operation.
S;gl?irau?;tion X01. Settings (Range, Unit, Zero,
& Theft A02 Span) can be checked via
data .
At Rest HART communicator
X01. Settings (Range, Unit, Zero,
Alternation A02 Span) can be checked via
HART communicator
Security
operational
data
OEM Security
program/
configuration No Security Data
data
User Security
program/
configuration
data
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® F/Lzl Detect ® "Ho 2 B3 (Respond
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ZA+= BrEEAX (Security Effectiveness)?4
9} &5 (Efficacy) 5= A3l

HEEAY At o)) &84 (Implemen
tation Effectiveness)® #HA 24 wol:
(Exploit Difficulty)e] &%=z AtEdr}, o]
FEAL oA Heb|eoeE N FEs=d
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TAM Step 2 Engineered Security Control Method Identification, Scoring, and Allocation

Residual
Exploit Sequence

Combined Security Effectiveness Score
>= Threshold Value "
|

Fig. 13. TAM STEP 2(16)

Table 16. Security Effectiveness Criteria

Criteria

Admin | Oper |Technic

| Type (1.0) | (1.05) | (1.25)
&5 None | Low |Medium| High
‘?Téw Protect oy | 0.927)| (1.2) | (1.7)
o+ 65} - "
Sole 2 None | Low |Medium| High
S 212 2P 00 [09n| 12 |aD
»n = o &
» 5|5 < Re:i‘énd None | Low [Medium| High
o (0.0 10,9200 (1:2) | (1T)
. Low [Medium| High
g | Configwation 0.34) | (0.67) | (1.0)
S . Low [Medium| High
- Information 0.34) | (0.5) |(0.66)
=8 - Low |Medium| High
g |futhertication 0.0) | (0.5 |(0.66)
5 Persistence Low [Medium| High

(0.34) | (0.5) |(0.66)
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Table 17. Security Efficacy Criteria

Implementation Burden

Efficacy Score High Medium Low
(2.3(B=<3.0)|(1.3(B=2.3)|[(0.0{B<1.3)
None None

§ Low
=
g Lloiw=10 2 ’
< £ | Medium
< 5
g Zloe=20] ° 3 4
2 S| Hish
* lexe=zo 3 4 >

Table 18. Combined Secuirty Efficacy Criteria

Potential impact level Z:: COST:;:eNEfEchy
5 (High impact) A |A = 3.30

4 B [2.60 < B < 3.30

3 C 12.00 = C<2.60

2 D [1.30 = D 2.00

1 (Low impact) E ]10.70 < E (1.30
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TAM Step 3 Shared Security Control Method i ion, Scoring, and

Fig. 14. TAM STEP 3(16)

Table 19. Relationship set and Shared control method

Relation Example of
ship Description Share control
Set method

* Logical
connections

Connec | » Network = Network rules
tivity Protocols » Firewall rules

= Attack paths
provided
* Notification
« Same physical cabinets and
location locks
Spartial .. = Card readers
» Similar lock .
. = Physical
mechanisms
boundary
controls
» Assets managed | = Program policies
by configuration such as

Progra . .

- management or configuration

mming .

policies and management or
procedures portable media
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